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DETAILED ACTION 
Priority 

1 . Receipt is acknowledged of papers submitted under 35 U.S.C. 1 19(a)-(d), which 
papers have been placed of record in the file. 

Specification 

2. The disclosure is objected to because of the following informalities: 

On page 9, in line 2 of [0045], the first word "11" should be deleted and 
replaced with -1 1 1 — to agree with the drawing. 
Appropriate correction is required. 

3. The title of the invention is not descriptive. A new title is required that is clearly 
indicative of the invention to which the claims are directed. 

The following title is suggested: Communication Device Preventing Unauthorized 
Access to its Services via User Intervention and a Method Thereof. 

Claim Objections 

4. Claims 5, 10, 14, and 19 are objected to because of the following informalities: 

Regarding claim 5, it is suggested that the word "absent" in line 3 should 
be deleted and replaced with the word -not- to improve the clarity of the claim. 

Regarding claim 10, it is suggested that in line 2, the phrase "that 
requests" should be deleted and replaced with the word -of:- to improve the 
clarity of the claim. 

Regarding claim 14, it is suggested that the word "absent" in line 3 should 
be deleted and replaced with the word -not- to improve the clarity of the claim. 
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Regarding claim 19, it is suggested that in line 2, the phrase "that 
requests" should be deleted and replaced with the word -of:- to improve the 
clarity of the claim. 
Appropriate correction is required. 

Claim Rejections - 35 USC § 101 
5. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

Claims 1-19 are rejected under 35 U.S.C. 101 because the claimed invention is directed 
to non-statutory subject matter. 

Regarding claim 1, which is drawn to a communication device connected to a 
LAN and a WAN. In order for claimed subject matter to be statutory, it must have a 
useful, concrete and tangible result. In this case, if the request came from the LAN, or if 
the user rejects the request, nothing is done, which is not a tangible result output. 

Claims 2-10, which are dependent on claim 1, do not remedy the deficiencies of 
claim 1 , and thus are rejected for the same. 

Regarding claim 11, which is drawn to a method for communicating over a LAN 
and a WAN. In order for claimed subject matter to be statutory, it must have a useful, 
concrete and tangible result. In this case, if the request came from the LAN, or if the 
user rejects the request, nothing is done, which is not a tangible result output. 

Claims 12-19, which are dependent on claim 1 1 , do not remedy the deficiencies 
of claim 1 , and thus are rejected for the same. 
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Claim Rejections - 35 USC § 102 

6. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

7. Claims 1 , 3-4, 1 1 , and 13 is rejected under 35 U.S.C. 102(b) as being anticipated 
by Amin (US 2001/0051 534 A1 ). 

Regarding claim 1, Amin discloses: 

A communication device (a cellular telephone 100, Fig. 1) connected with 
a wide area network (WAN) (non-local calling area) and a local area network 
(LAN) (local calling area), comprising: 

a controller that: 

determines whether a request to perform predetermined processing 
came in from the WAN or the LAN; (Note [0042] where it is disclosed that 
local and non-local calls may be handled differently, showing inherency 
that the system must be able to determine whether a call is local or non- 
local) 

allows a user of the communication device to determine whether an 
operation according to the request is accepted or rejected when it is 
determined that the request came in from the WAN (note Fig. 4 line 210, 
where a non-local call is handled on a call-by-call basis, and Fig. 5, items 
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815-875 where the user is prompted to make a choice whether to accept 

or decline the call); and 

allows the predetermined processing to be performed according to 

the request when a performance of the operation according to the request 

is accepted. (Figure 5, Steps 890, 840, 845, show that once the call is 

accepted the requested voice connection is established.) 
Regarding claim 3 as applied to claim 1, Amin discloses: 

a display unit that displays an inquiry about whether the performance of 
the operation according the request is accepted or rejected; and ([0075]) 

an input unit through which the user can input an answer of whether the 
request is accepted or rejected in response to the inquiry. (A cellular telephone 
100 has keys to enter a response, note [0076] and [0078].) 
Regarding claim 4 as applied to claims 1 and 3, Amin discloses: 

wherein the display unit and the input unit are provided at an operating 
portion. (The display and input units must inherently be placed where a user can 
interact, or operate with them. I.e. the operating portion of the device.) 
Regarding claim 1 1 , Amin discloses: 

A method of communicating with a wide area network (WAN) and a local 
area network (LAN) connected to a communication device, comprising: 

determining whether a request to perform predetermined processing came 
in from the WAN or the LAN; (Note [0042] where it is disclosed that local and 
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non-local calls may be handled differently, showing inherency that the system 
must be able to determine whether a call is local or non-local) 

allowing a user of the communication device to determine whether an 
operation according to the request is accepted or rejected when it is determined 
that the request came in from the WAN (note Fig. 4 line 210, where a non-local 
call is handled on a call-by-call basis, and Fig. 5, items 815-875 where the user is 
. prompted to make a choice whether to accept or decline the call); and; and 

allowing the predetermined processing to be performed according to the 
request when a performance of the operation according to the request is 
accepted. (Figure 5, Steps 890, 840, 845, show that once the call is accepted the 
requested voice connection is established.) 
Regarding claim 13 as applied to claim 11, Amin discloses: 

displaying an inquiry about whether the performance of the operation 
according the request is accepted or rejected ([0075]); and 

inputting a user answer of whether the request is accepted or rejected in 
response to the inquiry. (A cellular telephone 100 has keys to enter a response, 
note [0076] and [0078].) 

Claim Rejections - 35 USC § 103 
8. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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9. Claims 1, 3, 6-7, 9, 11, 13, 15-18, and 20 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Susaki et al. (US 6189032 B1), hereafter Susaki and Viets et 
al. (US 2002/0091 532 A1 ), hereafter Viets. 

Regarding claims 1, 3, 6, and 9, Susaki discloses: 

A communication device (Fig. 1 , server 2) connected with a wide area 
network (WAN) and a local area network (LAN) (communication network 3), 
comprising: 

a controller (see Fig. 3) that: 

determines whether a request to perform predetermined processing 
came in from the WAN or the LAN; (Col 9, Lines 38-48 describes the 
process of the controller determining whether a request requires the 
approval of another user) 

allows a user of the communication device to determine whether an 
operation according to the request is accepted or rejected when if is 
determined that the request came in from the WAN (Col. 10, Lines 1-7 
describe how a user is allowed to determine whether a request is allowed 
or rejected) ; and 

allows the predetermined processing to be performed according to 
the request when a performance of the operation according to the request 
is accepted. (Col 10, lines 7-9 and 14-18 state that the request is granted 
and made to process if the request is granted by the other user) 
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a display unit that displays an inquiry about whether the performance of 
the operation according the request is accepted or rejected (See display unit 23 
in Fig. 3); and 

an input unit through which the user can input an answer of whether the 
request is accepted or rejected in response to the inquiry. (See input unit 24 in 
Fig. 3) 

wherein the display unit and the input unit are provided at an operating 
portion. (It is inherent that the display and input units must be in an operating 
portion, or else they would not function as disclosed by Susaki.) 

the controller demands a user of a LAN terminal to determine whether the 
performance of the operation according to the request is accepted or rejected 
when it is determined that the request came in from the WAN. (Col. 10, Lines 1-7 
describe how a user is allowed to determine whether a request is allowed or 
rejected) 

wherein the controller demands the user of the communication device to 
determine whether the performance of the operation according to the request is 
accepted or rejected only when the received request involves predetermined 
online real-time processing, which is a specified request from the WAN. (Col. 9 
lines 42-48 disclose that not only is a user's authority taken into account when 
determining if a demand for approval is made to a user, but also the type of the 
request.) 

wherein the controller: 
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exclusively sets a first operation mode in which the determination of 
whether the performance of the operation is accepted or rejected is 
demanded; and 

sets a second operation mode in which the controller allows the 
predetermined processing to be performed according to the request that 
comes in from the WAN when the performance of the operation is 
accepted aside from the first operation mode. (Note in Fig. 5 it is disclosed 
that the operation mode can be changed by changing the access limits for 
a particular service or services to either require another user to approve 
the request, or to automatically allow the request. See Col. 7, lines 65-67 
and Col. 8 lines 1-9) 

the controller informs a WAN terminal, that made the request, of a result of 
the determination by the user of the communication device as to the performance 
of the operation. (Fig. 1 1 , items 3014 and/or 3018 both inform the requestor of 
the disposition of the request.) 

Therefore, Susaki discloses all the limitations of claims 1 , 3, 4, 6-7, and 9 
except for the selection criteria specifically being whether a user is located on a 
LAN or a WAN. 

The general concept that users from an external network should have 
limited access to internal network resources is well known in the art as taught by 
Viets ("A system and method of limiting access from an external network to 
documents stored on an internal network." Abstract, lines 1-2.) 
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It would have been obvious to one of ordinary skill in the art at the time of 
the invention to modify Susaki with the teaching that users from an external 
network should have limited access to internal network resources as taught by 
Viets in order to protect internal resources from abuse (Viets states that 
unfettered internal network access leads to abuse in [0008] and states that 
controlled access to network resources is a solution in [0010]). 
Regarding claims 11,13, and 15-18, Susaki discloses: 

A method of communicating with a wide area network (WAN) and a local 
area network (LAN) connected to a communication device, comprising: 

determining whether a request to perform predetermined processing came 
in from the WAN or the LAN; (Col 9, Lines 38-48 describes determining whether 
a request requires the approval of another user) 

allowing a user of the communication device to determine whether an 
operation according to the request is accepted or rejected when it is determined 
that the request came in from the WAN (Col. 10, Lines 1-7 and 14-18 describe 
how a user is allowed to determine whether a request is allowed or rejected); and 

allowing the predetermined processing to be performed according to the 
request when a performance of the operation according to the request is 
accepted. (Col 10, lines 7-9 state that the request is granted and made to 
process if the request is granted by the other user) 
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displaying an inquiry about whether the performance of the operation 
according the request is accepted or rejected; (Fig. 1 5 shows the display of an 
inquiry) and 

inputting a user answer of whether the request is accepted or rejected in 
response to the inquiry. (Because in Col 10, lines 7-9 state that the client terminal 
sends back approval information, it must have been input at some time, via a 
button on the dialog in Fig. 15. Also see Col. 1 1 , lines 56-62.) 

wherein a user of a LAN terminal must determine whether the 
performance of the operation according to the request is accepted or rejected 
when it is determined that the request came in from the WAN. (Col. 10, Lines 1-7 
describe how a user is allowed to determine whether a request is allowed or 
rejected) 

wherein the user of the communication device must determine whether 
the performance of the operation according to the request is accepted or rejected 
only when the received request involves predetermined online real-time 
processing, which is a specified request from the WAN. (Col. 9 lines 42-48 
disclose that not only is a user's authority taken into account when determining if 
a demand for approval is made to a user, but also the type of the request.) 

setting, exclusively, a first operation mode in which the determination of 
whether the performance of the operation is accepted or rejected is demanded; 
and 
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setting a second operation mode in which the controller allows the 
predetermined processing to be performed according to the request that comes 
in from the WAN when the performance of the operation is accepted aside from 
the first operation mode. (Note in Fig. 5 it is disclosed that changing the access 
limits for a particular service or services to either require another user to approve 
the request, or to automatically allow the request can change the operation 
mode. See Col. 7, lines 65-67 and Col. 8 lines 1-9) 

informing a WAN terminal, that made the request, of a result of the 
determination by the user of the communication device as to the performance of 
the operation. (Fig. 1 1 , items 3014 and/or 3018 both inform the requestor of the 
disposition of the request.) 

Therefore, Susaki discloses all the limitations of claims 1 1, 13, 15, and 18 
except for the selection criteria specifically being whether a user is located on a 
LAN or a WAN. 

The general concept that users from an external network should have 
limited access to internal network resources is well known in the art as taught by 
Viets ("A system and method of limiting access from an external network to 
documents stored on an internal network." Abstract, lines 1-2.) 

It would have been obvious to one of ordinary skill in the art at the time of 
the invention to modify Susaki with the teaching that users from an external 
network should have limited access to internal network resources as taught by 
Viets in order to protect internal resources from abuse (Viets states that 
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unfettered internal network access leads to abuse in [0008] and states that 
controlled access to network resources is a solution in [0010]). 
Regarding claim 20, Susaki discloses: 

A communication device connected with a wide area network (WAN) and 
a local area network (LAN), comprising: 

a controller that: 

automatically performs predetermined processing according to a 

request when a performance of an operation is requested by a LAN (Col. 

9 lines 57-67 disclose that if a client is in a group that does not require 

approval the request is automatically granted); 

allows a user of the communication device to determine whether an 

operation according to the request is accepted or rejected when it is 

determined that the request came in from the WAN (Col. 10, Lines 1-7 and 

14-18 describe how a user is allowed to determine whether a request is 

allowed or rejected); and 

performs predetermined processing according to a request from the 

WAN when a performance of the operation according to the request is 

accepted. (Col 10, lines 7-9 states that the request is granted and made to 

process if the other user grants the request.) 

Therefore, Susaki discloses all the limitations of claim 20 except that the 
defining characteristic of the two groups is their presence on a LAN or a WAN. 



Application/Control Number: 1 0/671 ,686 Page 1 4 

Art Unit: 21 12 

The general concept of allowing local users more privileges than external 
users is well known in the art as taught by Viets (which teaches that local users 
of an intranet have more access to network resources than external (WAN) 
users, as only requests from external users are filtered by the control server, not 
requests from internal servers). 

It would have been obvious to one of ordinary skill in the art at the time of 
the invention to modify Susaki with the teaching of allowing local users more 
privileges than external users is well known in the art as taught by Viets in order 
to avoid duplicating network resources separately for external users. (Viets, 
[0009]) 

10. Claims 2 and 12 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Susaki and Viets as applied to claims 1 and 1 1 above, and further in view of Joubert et 
al. (US 6101616), hereafter Joubert. 

Susaki and Viets teach all the limitations of claims 2 and 12 except for an 
IP address table used to differentiate between terminals. 

The general concept of using IP addresses to identify terminals on a 
network is well-known in the art as taught by Joubert (Col. 2, lines 22-25 teach 
that a table is used to correspond IP addresses to terminal MAC addresses for 
unique identification, further, lines 30-36 teach that terminals should use their IP 
address in LAN communications and that unique terminals can be identified by 
using a table to look up a correspondence between an IP address and a unique 
MAC address). 
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It would have been obvious to one of ordinary skill in the art at the time of 
the invention to modify Susaki and Viets with the general concept of using IP 
addresses to identify terminals on a network as taught by Joubert in order to be 
more robust. 

11. Claims 5 and 14 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Susaki and Viets as applied to claims 1 and 1 1 above, . and further in view of Allen et al. 

, (US 2003/0041 333 A1 ), hereafter Allen. 

Susaki and Viets teach all of the limitations of claims 5 and 14 except for 
the requester being notified if the authorization request times out. 

The general concept of notifying a requester if a request times out is well- 
known in the art as taught by Allen ("the user rejecting the request or not 
accepting the request within an established time interval a pre-recorded video 
greeting is sent" Abstract lines 5-7). 

It would have been obvious to one of ordinary skill in the art at the time of 
the invention to modify Susaki and Viets with the teaching of notifying a requester 
if a request times out as taught by Allen in order to increase user efficiency. 

12. Claims 10 and 19 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Susaki and Viets as applied to claims 1 and 1 1 above, and further in view of 
Boehmke et al. (US 2002/0126822 A1) hereafter Boehmke. 

Susaki discloses that a server provides "services" but does not specifically 
define them. 
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Susaki and Viets teach all the limitations of claims 10 and 19 except for 
that the request received from the LAN or the WAN is at least one of: 
performance of a printing operation, transmission of facsimile data, reading of 
data from detachably attachable memory, setting change of device, and reading 
of received facsimile data, and processing is performed in accordance with the 
received request. Susaki merely teaches that the server provides "services". 

The general concept of a server being able to provide printing and 
facsimile related services is well-known in the art as taught by Boehmke ([0062] 
teaches that a server may transmit data to one or more peripheral devices such 
as printers and facsimiles, among others). 

It would have been obvious to one of ordinary skill in the art at the time of 
the invention to modify Susaki and Viets with the teaching of a server being able 
to provide printing and facsimile related services as taught by Boehmke in order 
to make the server more versatile. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Michael E. Keefer whose telephone number is (571 ) 
270-1591 . The examiner can normally be reached on Monday-Thursday 8am-5pm, 
second Fridays 8am-4pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Frantz Jules can be reached on (571) 270-1808. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 



Application/Control Number: 10/671,686 



Page 17 



Art Unit: 21 12 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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SUPERVISORY PATENT EXAMINER 




